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1
Decision/action requested

The discussion paper summarizes the threat and foreseen solution. Reference to the related contributions is given.
2
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3
Rationale

During SA3#89 it was agreed that the visited network should not be allowed to change the UE behaviour by requesting to use null-SUCI if the UE has sent a registration request with non-null SUCI. For this reason, S3-173119 was rejected.
However, even if in 5G phase 1 SA3 is not endorsing this particular behaviour, it cannot be assumed that such feature may be requested at a later point in time. It may well be that such a behaviour of a visited network is not required from a standardization point of view, not even for LI purposes; but it would suffice for endangering the enhanced privacy afforded by the SUCI concept if a single visited network in the world decided to forbid non-null SUCIs. This is so because a UE would then have the choice of not being able to obtain service or go ahead with sending the SUPI. In practice, the choice will be mostly in favour of obtaining service. This then means that UEs will send the SUPI upon request by a visited network. And if no such request from the visited network is standardized (e.g. because no operator present in 3GPP raised this issue) then there will likely be non-standard solutions implemented in the UE so that the UE will send the SUPI upon registration rejection from certain visited network.

However, above is not the only reason for arguing in favour of adding such feature. It is beneficial in general for providing home network authorization for any purpose to the UE and by this preventing an attacker to be successful in deny of service or downgrading to an earlier generation.
For example, a compromised visited network rejecting a non-null SUCI registration request would naturally downgrad the communication to 4G by this reject. In such a situation, where both network and UE first thought of each other as 5G capable (otherwise UE would not have attached at the first place with a SUCI), it would be very beneficial to have the home network to send a confirmation to the UE that it is okay to use now 4G with this specific network.

Thus, it is proposed to use the method as described in 3119 for deny of service protection or for providing authorization information from the HN to the UE for any other reasons. 
Resolution

We therefore propose that a serving network when rejecting a request or demanding specific behaviour from the UE shall present to the UE a recent HN authorization for doing so, i.e. the authorization information is signed by the home network. 

A mechanism is needed to allow both, UE to keep its privacy whenever possible if configured to use privacy, and AMF to request the UE to change behaviour. 
Overview of the solution 
The UE provides an authorization proof challenge in the registration message when registering. If the serving network is requesting different behavoir from UE than expected, the AMF needs first to forward this authorization proof challenge to the home network, but not the SUCI, and request the home network to provide authorization proof info of the intended behavoir. This info is to show that the serving network is authorized to peform a certain action with the UE. 
The home network checks the SN request (i.e. if there is a roaming agreement). If the request from the serving network is legitimate, then the home network computes the authorization proof info. This computation includes the authorization proof challenge from the UE to show the authorization is recent. When the AMF obtains such authorization proof info the AMF includes it as part of a message to the UE. Based on the response to the challenge, the UE can decide, whether to fulfil the request of the AMF or act according to the failure message from the AMF or to search for a different serving network. 

Note that the message from the AMF to the UE could simply send a registration reject message with a specific error code; the authorization proof info would then be added to this reject message. The precise message exchange is for stage 3 to decide.
Thus, it is proposed that the SUCI format shall include a field or place holder for an authorization proof challenge. 
Related pCRs 

S3-180080 Privacy related function in UDM - Authorization proof
S3-180081 Requirement on AMF related to HN authorization
